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Software Malfunction: An Example

During the 1880s, the Atomic Energy of Canada Limited (AECL)
produced a software embedded radiation therapy machine to treat
cancer. The machine's software, which wasnt thoroughhy tested,
malfunctioned and killed at least six patients. The faulty sofbware
failed to detect that the machine's powerful electron heam was
feeding patients with lethal doses of radiation. As a result, patients
died from thermal and radiation burns. The ones that survived
initially died later due to radiation poisoning.

Investigation reports revealed that the code ofthe software used
washtindependently tested. As a result, crucial bugs weren't
detected. Later, itwas also discovered that the design of the
software modelwas flawed and that the review cycle that followed
could not detect the flaws.
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Need for Review and Testing

arlist [rowCount] [0] ==sd4=sub]

‘fEvstem.out.println(marlist [rowCount] [O]
‘/3ystem.out.printlnisdsub) ;
‘YAvstem.out.printlni("file found™):

File filed = new File(file,marlList[rowCo
ifi(filed.ishirectory(]]

s HE = o ERE s ja s abiane dbyap i ele e IS L p s SR T
String s6 = "null™:
e =

if(filei.canRead(])
{

randomaccessfile.writebBytes ("<hr

Mo matter howe careful the software development process has
heen, a software product is almost never bug free. Programimers,
including those who conduct self reviews, tend to overlook their
errars. A software testing team would evaluate the product
ohjectively and help find hugs that would normally be overlooked
during the development pracess. The ultimate goal of the testing
phase iz to create a product that is high on quality. Forthese
reasans, testing is impotant, and itis a good practice to
document the review and testing processes during the
commencement of a project.

Bugs found after the software has been produced are often mare
expensive to fix. FReviewing the software after every stage of its
development life cycle saves reworlk and expenses. For example,
a reviewy after the design stage might highlight flaws that would
atherwise have been passed to the next stage and programmed
by the coding team.
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Design Review

The design stage is the first major step in the development of

software products and a review of the design is crucial to the

further development of the software.

“ou hedin the review process by mapping the completed design
- to the uzer requirerments and tracking any inconsistencies. This is

impuaortant if the team that collected the user requirements is

different from the ane that created the design.

Apart from carrving out a step back to ensure that the
reguirements have heen properly understood, it is also impartant
to ensure that the design is executable. The design should be
communicated with the programming team to ensure that it is
achievable within the project deadlines.
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SOLC Models

A design review should include an assessment of all the
four components ofthe software design. These P ;
components include: Entity Relationship Diagram (ERD) | Walidatel ,}
and tahle design, program specifications, code review,

and input and output layouts.
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SOLC Models

A design review should include an assessment of all the

four components of the software design. These . ;
components include: Entity Relationship Diagram (ERD) Yalidater
and tahle design, program specifications, code review,

and input and output layouts.

Check™
ERD and Table Design |
| 'mm |

'h:.

ERD and Table Design

A review of the design components should start

with werifiing whether the ERDis in sync with the f
tahles. You dao so by checking the syntactical

J tules about drawing the ERD. Alsao, vou check .
the rules for normalization, primary keys, and N
foreian keys. Deviations, if any, shaould be |
rectified. e
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SOLC Models

A desidgn review should include an assessment of all the

four components of the software design. These .
cornponents include: Entity Relationship Diagram (ERDY Validatel
and tahle design, program specifications, code review,

and input and output layouts.

Che:l«;l‘aj_ _

Program Specifications |

e

“ou should ensure that all program

specifications are reviewed. Programs waork as

Program Specifications a padicular sequence of events and are

interdependent. The absence of one program
specification can disrupt the sequence and N!,
introduce bugs. A program specification review I
hielps fix these problems atthe desion stage. —
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SOLC Models

A design review should include an assessment of all the

four components ofthe software design. These ; :
components include: Entity Relationship Diagram (ERDY Y alidatel
and tahle design, program specifications, code review,

and input and output layouts.

E:heck?l‘;_ :

Code Review |

Y

You should review the code on various grounds.
Code should be meaningful, simple, and anly the
required code should be added. Also, code

J should have scope for expansion. For example, if
a padicular program needs mare features, the Na
present code should he ahle to accommuodate |

Code Review thern without trouble. | e
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SOLC Models

A design review should include an assessment of all the

four cormponents ofthe software design. These . :
components include: Entity Relationship Diagram (ERDY W alidateh
and tahle design, program specifications, code review,

and input and output layouts.

CheckM
Input and Output Layouts r]
%Y

The input layout should be reviewed to check that

input farms map perfectly with the paper farmes, all

forms hawve notes and prompts far the users, and

| all fields are validated. Qutput forms must be

reviewved against factors such as printing, date, Mw
tirme, location, and name ofthe user. i

Input and Ctpant Layouts
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Code Review

FELEem.0ut.printin| 1 Tict Frogrammers may not find errors in code during a self-review:. [t's
human to be attached to one's creation, and a self review alone

ile file2 = new File(file,mwarlList[rowCoun does not assure hug-free code. This is hecause a programimer
fifileZ.isDhirectory would follow the same logic when reviewing erroneous code, For
the same reasan, arganizations undertake extensive reviews
because afresh set of eves always helps find hugs that are
Syster. o : G overlooked by the programmer. In a research exercise conducted
by Edweard Yourdaon, he and his three colleagues revieswed 200
lines of code and traced as many as 25 hugs. twouldn't have
heen possible totrace 5 ofthese bugs during the testing stage.

A dedicated code reviewy by the testing team should he an integral
part ofthe software development life cycle. It has been ohserned
randomacces ' : that code review hrings a 15 to 40% improvement in the gquality of
code. Reviews help remove extraneous code, ineffective logic,
boolean flagi and inconsistencies against corporate standards.

while (=28 = marbhufferedreac

iF =R dwndawnF L F -1
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Types of Code Reviews

Qnce a programmer has finished with self-review, the

gquality of the code can be supparted by three types of

code reviews: Peer Review, Structured Walkthrough, : Structured
and Fagan Code Inspection. Peer Review Wall{thmughl

L filed = new File(file,marlist
ileZ.isDirectory (]

Fagan Code
Ifspeition
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Types of Code Reviews

Qnce a programmer has finished with selfreview, the
gquality of the code can be supparted by three types of
code reviews: Peer Review, Structured Walkthrough, : Structured
and Fagan Code Inspection. Peer Review ~ Walkthrou:

L file2 = new File(file,marli=st
ileZ.isDirectory (]

Paer Review Peer BEeview

FPeer review is an informal way of evaluating

code. Code written by a programmer is reviewed

by a peer, who is anather programmer at the '
same level. The hugs found during such a review
are not reparted officially and this type of review
helps in rectifying bugs while the code is heing

) wtitten.
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Types of Code Reviews

Cnce a programmer has finished with selreview, the
gquality of the code can be supported by three tvpes of
code reviews: Peer Review, Structured Walkthrough, _ Structured
and Fagan Code Inspection, Peer Review Walkthrou

L fileZ = new File(file,marlList
ileZ.isDirectory (]

Structured Walkthrough

A structured walkthrough is an official review
Structured Walkthrough undertaken by senior members of the project
team. It helps in eliminating bugs missed duaring

peer review. The findings of this type of review
are documented.

[
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Types of Code Reviews

Once a programmer has finished with selt-review, the
guality of the code can be supparted by three types of
code reviews: Peer Review, Structured Walkthrough, ; Structured
and Fagan Code Inspection. Peer Review Walkthrou:

L fileZ = new File(file,marli=t
iled.izsDirectoryi(])

Fagan Code Inspection

The Fagan Code Inspection is the most formal
twpe of review and is conducted only if &
pragramimer's code consistently shows errors. In
this type of review, the source code is handed to
a few membhbers ofthe project who conduct a
Fagan Code Inspection detailed study and document their findings.
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Software Testing

After the software has been developed and made ready for final
use, itis tested extensively hefare itis released for commetrcial
uze. Testing is the final and most crucial stage of the software
development life cycle (SOLCY. In fact, many organizations spend
manths, even years, to test complex software products. Mo matter
howe careful the development tearm has been, all software
products always spring unpleasant surprises. For example, 3
paricular software might function lawlessly on Windows P, but
might bie sluggish on Windows 2000, Given the intense
competition, companies cannot afford to discover bugs after a
product has been released for commercial use.

SSSSSSSSSSSSSSSSS>>>>> WWW.Softwaretestinggenius.com <<<<<<<<<<<<<<<<<<<<<<




Design Review & Software Testing

Software Testing Genius

Black Box and White Box Testing

After the code has been developed, its functionality and source
code are tested. Functionality testing is known as Black Box
testing and source code testing is known as White Box testing.
Software testing is said to be complete anly atter these two tests
have heen conducted.

I hoth types of testing, the tester must he someane from outside

the projectteam. In Black Box testing, however, the tester should

neither have access to the design documents or source code, nor
Black Box have any prior knowledge of the working of the systerm. The
Testing advantage of Black Box testing is that it is conducted fram the
User's point of wievy. Thus, possible end user complaints are
identified.

Wihite Box
Testing

I Wvhite Box testing, the tester can access the design documents
and source code ofthe software. In addition, knowledge
programming languade Used is needed. Essentially, White Box
testing helps in a review of the source code. The inputs and
suggestions of experienced pragrammers help improve the gquality
ofthe system.
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Testing Process

A unitis the smallesttestable part of software applications. Under unit testing, each unit of the software source code is tested to
werify that it warks independently and generates the expected autput. The ohjective of this test is to verify whether all units of the
software function collectively to meet the ohjective of the software.
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Testing Process

O Unit Test LInit Test

A unitis the smallesttestable part of software
applications. Under unit testing, each unit of the
software source code is tested to verify that it
works independently and generates expected
autput. The ohjective of this test is to ensure that
each unit functions correctly as a standalone
entity.
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Testing Process

Integration Test

It is possible that programs function correctly as

O ntegration Test | NdERendent units, but might thow errors when
wiarking as a group. Under integration testing, a
araoup af units are tested collectively to
determine whether they function carrectly as a
group to achieve their combined output.
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Testing Process

System Test

Linder system test, the entire software is tested.
The abjective of this test is to test whether all
units of the software function collectively to meet
the objective ofthe software. It tests all the
functionality of the software from the point of

e .
0 System Test view af the end user.

SSSSSSSSSSSSSSSSS>>>>> WWW.Softwaretestinggenius.com <<<<<<<<<<<<<<<<<<<<<<




Design Review & Software Testing

Software Testing Genius

Testing Process

Regression Test

It iz possible that programes that functioned
praperty during previous tests malfunction atter
the software has been released. It has also been
abserved that bugs resurface after they hawve
been fixed due to poor revigion control. The
abjective of a regression test is to find such bugs
and fix them.
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Testing Process

Acceptance Test

An acceptance test is a Black Box test conducted
by the final user of the product. Generally, it is
done by the final purchaser of the sofhware to
ensure that it is functional and satisfies
regquirements.

O Acceptance Test
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Recording Bugs

Testing leads to the discovery of numerous bugs and each

ﬁ ohservation must be systematically recorded to avoid rewark. To

ensure that the development team knows exactly what to fix, the
tester must recard the details of the bugs, including:

; * A detailed description of the [ocation ofthe erroneous code or the
Projects Issue List My Issu steps that led to the bug, such as the name of the dialog box, the
data entered, and the keys pressed

; * A description ofthe erroneous outcome as compared to the
[ Add anissue ] [ Set by [ssues ] expected outcome
¢ A reference to the error log generated by the software
» A screenshot ofthe error displayed by the software
Issues
Project Batch 2C for B2C : RT : ma7_04_05 with Active St
My Issue Type/Sequence Ho Shor
[] Critical £ 1 g ¢ o512
& Critical £ 1 2 ¢ 512
] Critical f 1 5 ¢ 512,
& Critical £ 1 3 ¢ 512
] Critical £ 1 g ¢ 512
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Check Paint

- "
Match each type of software test with it= description.

moftware Test Dezcription

Each component of the software is tested
incividuslly.

System Test _
Al the components are tested ina group for 5

favourable outcome.

e The zoftware iz tested az a whale for &

favourable outcome.

Regression Test

The zoftware is tested after it has been released
to fix the bugs that resurface.

Integration Test This i & functional test conducted by the finsl

purchazer of the software.

Acceptance Test

_
-
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Mot quite. The correct matches are displayed on the screen.

Software Test Description

LInit Test Each component of the software is tested
individually.
Integration Test All the components are tested in a group far a

fawourable autcorme.

System Test The software is tested as a whale for 3
favourahle outcome.

Regression Test The software is tested atter it has been released
to fix the bugs that resurface.

Acceptance Test This iz a functional test conducted by the final
purchaser of the software.
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Check Paint

=
"

§

o

-

Which of these describes Black Box testing?

[ ] Itis conducted by someane from within the project
developing team.

Itis conducted to test the functionality of the software.

Itis conducted to test the source code of the software.

N E N

It iz conducted without sharing the design document
with the tester.
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Check Point

Which of these describes Black Box testing?
[ ] Itis conducted by someone fram within the project
developing tearm.

It iz conducted to test the functionality of the software.
Correct. Black Box testing is conducted
without sharing the design document swith [ ] Iis conducted to testthe source code of the software.
the tester to test the functionality of the
software from the point-of-view of the final It is conducted without sharing the design document
user. with the tester.

‘ — £h -
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Check Point
r =

Match each type of design reviewy component to it correct description:

Design Reviewy Component Description

Feview of the rules for normalization, primarsy
kevs, and foreign keys

Input and Output L ayouts Fewvieyny tq check the flow of the programs to meet
Lser requirements

Feview to check that the code is meaningful and

ERD and Table Design - .
az minimum sz possible

Feview to check that forms map with the paper
formz, forms have notes far the users, and forms
are dated progpery

N

Program Specifications
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Check Point

Eeedbac

Mot quite. The correct matches are displayed on the screen.

Design Review Component Description

ERD and Tahle Design Review of the rules for normalization, primary
kews, and fareign keys

FProgram Specifications Review to check the flow of the programs tao
meet user requirements

Code Review Review to check that the code is meaningful and
a5 minimum as passible

Input and Output Layouts Feview to check that forms map with the paper
farms, forms have notes for the users, and forms
are dated properly

N —
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Check Point

Match each type of design revievwy componernt to ts carrect description:

Dezign Rewvieww Camponent Dezcription

Fewview of the rules for normalization, primary
kevs, and fareign keys

Feview to check the flow of the programs to meet

Input and Output L ayouts USEF Fequirements

Feview to check that the code i meaningful and

ERD and Table Design o .
az minimum as possible

Review to check that forms map with the paper
forms, forms have notes for the users, and forms
are dated properly

R —

Program Specifications
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Check Point

Mot quite. The correct matches are displayed on the screen.

Design Review Component Description

ERD and Tahle Design Review of the rules for normalization, primany
keys, and fareign keys

Frogram Specifications Review to check the flow of the programs to
meet user reguirements

Code Review Review to check that the code is meaningful and
as minimum as possible

Input and Output Layouts Review to check that forms map with the paper
farms, forms have notes for the users, and forms
are dated properhy

S —
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Conclusion

Because software is rarely hug free, tests and reviews are necessary
and crucial steps in the life cycle of software products. After the
design is complete, it shaould be reviewed far feasibility of execution
and user requirements. Each component ofthe design should be
evaluated individually.

After a code is written, it should be reviewed by peers and a seniar
member. Ifthe code still contains bugs, a Fagan Code Inspection
should be conducted by elected members far a detailed study. After a
software product has been developed, Black Box and YWhite hox tests
should be conducted on it. Black Box testing invalves testing the
functionality, and White box test involves testing the source code.

Furthermare, developed software should be subjected to a unit test,
integrating test, system test, regression test, and an acceptance test.
The bugs found during the testing process should he recaorded
systematically so that they can he fixed easily.

1le £1les = ney Fil
f(rile2.isDirectoc

2trcing
} =ilas
if (£ilez.cs
{
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Thank You




